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What this talk is about

 Introducing results of JST CREST project “Al-intensive Cyber-

Physical Systems: Formal Analysis and Design Methods”
e Black-box checking (BBC): Testing a black-box system effectively and
efficiently using formal verification
* Oblivious monitoring: Monitoring sensitive data securely, using fully-
homomorphic encryption scheme



Study theories and methods to formally model
them to guarantee their safety

ormal Analysis and
Design of Al-intensive

. ... in which Al is an
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Systems in which software and
physical world interacts...

CyPhAl: Al-intensive Cyber-Physical Systems:
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Al-intensive Cyber-Physical Systems (Al-CPS)
(wmal Systems (CPS) in which Al plays an important role

Systems in which software Machine-learned software
and physical world interacts components
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= artificial intelligence makes
S

cars fit for the future | t o o
https://www.bbc.com/news /business- 49019390 https://newatlas.com/nvidia-uk-nhs-artificial-
intellisence-radiological-platform/59637/
Autonomous driving will fundamentally revolutionize the automobile. F H . -
Artificial intelligence will play a key role in this: Deep Learning as a mega a Cto r I e S
tttttt Medical devices

https://www.daimler.com/innovation/case/autono
mous/artificial-intelligence.htm|

Autonomous Vehicle (AV)
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Unsafe Al-CPS may cost lives and money

Ethiopian Airlines Tragic
Crash

Surabhi Ashok, Staff Writer
March 22,2019
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The Ethiopian Airlines flight crashed
only a little after its takeoff on Sunday.
On it were international experts and

humanitarian workers, mostly, who

https://www.falconers-voice.com/2019/03/ethiopian-airlines-tragic-crash/
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J“ DEADLY CRASH WITH SELF-DRIVING UBER {1} s

"Turn it Off and On Again Every 149 Hours' Is a
https://www.vox.com/science-and-health/2018/3/19/17139868/self- Concerning Remedy for a $300 Mi"ion Airbus

driving-uber-killed-pedestrian-human-drivers-deadly

Plane's Software Bug
¢ Andrew Liszewski
a Tuesday 11:40am « Filed to: AIRBUS v wssk 62 5 T ¥ 9 &

https://gizmodo.com/turn-it-off-and-on-again-every-149-hours-is-a-concernin-1836818094 5



Current methods to make CPS safer

Design CPS as a model, repeat testing and verification
using the model, and then deploy the system

Simulation result

Testing and verification
(mainly by simulations)
MATLAB |
SIMULINK e

&2 MapleSim'

Correctness specification ¢: “If
the value of gear exceeds 3, then
speed should exceed 10 in 3 sec.”

CorrectionstoMmift | ~ I e — = S
bug is found If bug is not
found

« Model M expresses the
design of CPS

« Specification ¢ expresses
the properties that M has to
satisfy
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Goal of the proposal

Mathematically solid theories and
machine-learning-assisted methods for formally modeling
and reasoning about Al-CPS to ensure their safety

- Theory to formally model AI-CPS (i.e., learning + CPS)
« Measures for behaviors of Al-CPS
« Theory for formally modeling learning behaviors of Al-CPS

« Methods to design and monitor AlI-CPS

« Effective learning algorithms for AI-CPS and its correctness specification
« Validation for Al-CPS
« Monitoring and controlling AI-CPS

« Experiments and case studies for the proposed framework



Outline

- Taming black-boxes by Black-Box Checking (BBC)
Preliminary
Our work related to BBC
Other work done in our project
Oblivious runtime verification
Interpretability for image-classification Al



Q: What is the difficulty of AI-CPS from
the viewpoint of formal methods?

A: Al-CPS contains black boxes

Then, we can create a formal method
than can handle black boxes!!



Black-Box Checking (BBC) [Peled et al. PSTV’99]

Effective and efficient testing of black-box systems using automata learning
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Automata Learning ianguin'sz, etc.]

« Automatically learning state machines (automaton/Mealy machine/Moore
machine) approximating behavior of a black box from its I/0 behavior

[0]0]0]0]0]0] (0]10]1]O]1]

UBREUE Dok Bekau X
[T[O[T[0[1]0] (1[0 1]0[0]0] » o/0 [lo/1 /1

‘ 1/0

Gradually learning the correct state machine by
repeatedly issuing queries to a black box (such 0/0
as outputs for input strings, equivalence with
the learned state machine, etc.) 11
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Black-Box Checking (BBC) [Peled et al. PSTV’99]

Effective and efficient testing of black-box systems using automata learning
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Black-Box Checking (BBC) [Peled et al. PSTV’99]

Effective and efficient testing of black-box systems using automata learning
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Black-Box Checking (BBC) [Peled et al. PSTV’99]

Effective and efficient testing of black-box systems using automata learning

e
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Black-Box Checking (BBC) [Peled et al. PSTV’99]

Effective and efficient testing of black-box systems using automata learning
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Black-Box Checking (BBC) [Peled et al. PSTV’99]

Effective and efficient testing of black-box systems using automata learning
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Black-Box Checking (BBC) [Peled et al. PSTV’99]

Effective and efficient testing of black-box systems using automata learning
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Black-Box Checking (BBC) [Peled et al. PSTV’99]

Effective and efficient testing of black-box systems using automata learning

[ | -
ﬁ Automata learning

Witness o of of system M
M+ M |
IM;tJV[

Witness o of
M+M

~ A
If M' has no counterexample,

Equivalence |search by random testing for an

testingof  Jinput o where the behaviors of |
M and M L \M(g) and M'(o) differ d by o

leﬁ MEe YESl

[Deems ME@ 1 []v[ ¥ @ witnessed by a}




Black-Box Checking (BBC) [Peled et al. PSTV’99]

If found, add o to the training systems using automata learning
data to refine MI'

-y 7
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Outline

- Taming black-boxes by Black-Box Checking (BBC)
Preliminary
Our work related to BBC
Other work done in our project
Oblivious runtime verification
Interpretability for image-classification Al



Extension to Systems with Probabilistic

Behaviors [EMSOFT’23]
@ v spec. «= « Application of BBC to probabilistic

Actlv: MDP 1‘ ./%F(Z'l:)n:é O.;%s’ z;)") SySte m S
Learning, e.g. L*m . . . ]
(et oty » |dea: Combination with active MDP

_ Find vcence learning, probabilistic model checking,
s No”arfmmpﬂ#fmm and statistical model checking
- e . R » Result: more accurate verification
csimate . oo results than conventional methods

—>Lg s better

based on passive MDP learning

Slot machine

Slot machine with
limited observation

MQTT
TCP

GridWorld Small

GridWorld Large

. ar frol 00181
SharedCoin : . round truth SES— 21




Application of BBC to Systems Composed of
Multiple Components [ATVA’25]

ompeste e . - Efficient automata learning and BBC for
/ asinglela;g:&l;z];l.)oxsystem integrated system

« Challenge: Integrated system often
includes redundant functionalities in
each component, resulting in state
explosion when automata learning is

\/

A large single automaton
with [Q;| X ... X | 0O, | states
is inferred.

- > applied
« Our work: Scalability by not learning

those component functions that are not
used by the overall system
« Result: Effectiveness is demonstrated on
eeeeee examples such as the MQTT protocol,
A —— Z . which is widely used in loT systems

The number of inferred states is

Q1]+ ... + 10Ol

composite system

22



Efficiency through Learning Only the Parts
Required by the Specification [EMSOFT’25]

» Example
Map {p} to @ and {p, q} to {q}

o= I @@= e Achieved efficiency by
* > -Gl learning only relevant part
Takes too long time oee |, PR
LTL Model 'm Observation: Given a

Automata ::;‘:";'t"; RO OsR specification ¢, several
Learning | / Satisty signals can be identified
& / X violate with each gt_her_ _
= -~ ldea: Specification-guided
h Efficient ormallzed Proved
Automata SGA wrt ¢ correctness of abstract (SGA)

SGA

Learning
\ v/ Satisfy

pecification ¢ ' Violate
ELTL formula] /\_ ©> x
Abstracted

automaton is
directly learned 23




Automatic Learning for Hybrid Automata
[ATVA'22]

— — — —

- « Automatically generate hybrid
Input QR o ot | ] : automata from only input-output
I
Blacicbox | /\/\/\’\' A Ty ) time-series data
. | Algorithm
I « Demonstrate through benchmarks
including neural excitation models

Time-series data HA model that the method learns automata
mput [T 7T Segmens "~~~ Giwers~ : more efficiently and accurately than
i B O, S S o conventional methods
T . A P « Ongoing: Experiments on industrial
“ """"" "‘“ models in joint research and
5 ’ T currently co-authoring a paper with
- the French side

......... } « Ongoing: Application to BBC

Output

24



Outline

- Taming black-boxes by Black-Box Checking (BBC)
Preliminary
Our work related to BBC
Other work done in our project
Oblivious runtime verification
Interpretability for image-classification Al



Online Oblivious Monitoring Using Fully
Homomorphic Encryption cavz2

« Communication protocol
using fully homomorphic

The client’s privacy: The server’s encryption to realize
Private data anc Dy FIOEE monitoring specs in LTL
Private result spec.

without decrypting
4 Run a monitor DFA N sensor data

/
1 %

MOO it w/o any decryptim} « Case study detecting
- - hypoglycemia and blood
ANNA !
T @ P ‘ slucose fluctuations
o €T \ /)« Extended via joint

research with industry to
handle more complex
numerical computations



Synthesizing Lyapunov Function for
Black-Box CDS scc2s

 Theoretical Outcomes:

1:04
« Sufficient regional verification conditions for arbitrary
samples 0.5
« Stability-guided approximation for finding a good
candidate V instead of accurately approximating f 0.0

« Counterexample Guided Synthesis (CEGIS) algorithm:  _g.5.
* Lazy sampling with nonuniform regions covering ROl to

reduce the number of samples —1.01
* Termination for a class of hypothesis space for V —1.0-0500 05 1.0
« Numerical Evaluation: Non-uniform samples and regions
« At the best case, we certified a 2D system with few for certifying the learned Lyapunov
hundreds samples versus 3Kx3K samples in [Zhou, function
2022]

« Verifying Lyapunov criteria on Vtakes much more
samples than learning a good candidate V.



Control Usmg Vector Embedding of STL

[IEEE Robotics and Automation Letters (RA-L)]

Proposed Method: STL2vec

— Embeds STL specifications into vectors using a
method inspired by Word2vec (skip-gram), A e HEA)
trained so that similar specifications yield close
embeddings. BAIER —;—gii‘fv s HEAR

— Handling multiple STL specifications with a
single RNN (no retraining needed for specification

RFETIHRZR RV EIC
FEETAHNLE

Conventional

switching).
g) ] Method
« Reduces memory consumption BARZRIENRY PLICEHRT S
) . calE) TL2 .
— Applied to autonomous mobile robot control, e T
simulating 300+ task types HIEANEERT 2 BETIVICAN
« Comparable control performance to
conventional methods, successfully reducing RAY
memory consumption to 1/24. LA

Overview of the
Proposed Method




Generalized Safe Reinforcement Learning (RL)

[NeurlPS'23]

In safe RL research, safety formulations exist with
insufficient discussion of their relationships, and few
algorithms achieve both theory and application

« Formulated the "Generalized Safe
Exploration Problem" that represents
various safety constraints

* Proposed the MASE algorithm for solving
the generalized safe exploration problem,
with theoretical guarantees of obtaining
optimal policies while ensuring safety

- Unification of previously fragmented safe
exploration theories

- Optimizes policies with high probability of
no constraint violations even during
training

Battery 4} Obstacle& Speed limit
Cumulative safety cost State constraint Instantaneous constraint
H H
Pr [Zv;'g(sh,ah) <& ‘P,w] =1 [|E {Zwﬁﬂ(ay, esu.m)‘nw} <& Pl'[g(slpﬂn) <& IP,«] =1, Vhe[LH]
h=1 h=1

Constraint in GSE problem
Pr[g(sh,ah) < by |’P,7r] =1, Vhe[l,H]

(c) Maximum episode safety.

(a) Average episode return.

Experimental evaluation: Comparison of optimality and
safety performance between the proposed method (MASE)
and existing methods. The proposed method improves
safety performance without significantly degrading reward
performance.



Safe Goal-Achieving Path Planning for
Autonomous Vehicles w 2024, IEEE Trans. Intell. Veh.]

Responsibility-Sensitive Safety (RSS) widely used as safety spec for
autonomous vehicles but only collision avoidance is addressed; goal
achievement by path is not ‘guaranteed

2cience researc

RSS

Responsibility-Sensitive Safety,
Shalev Shwartz et al., 2017

Basic methodology of logical
safety rules

« Standardization (IEEE 2846)

« Lack of formal implemantion
-> appl. to complex

scenarios is hard

« Guarantees only

collision-freedom so far

A~ but does not

L
Wants to manage
pull over (due to short-
sighted collision
avoiding
maneuvers, )

dlfferentlal program logic dFHL -
= (our contribution) 1

- ter: ADew<0 e >0Acm amt O
s i) (o > DE=T [he = Ao ~0) it ~0ASe =0 TN

. A logical system for deriving and =
proving safety rules :

Compositional rule derivation
= workflow by dFHL
= (our contribution)

=+ "Divide and Conquer” complex
driving scenarios

GA-RSS (our contribution)

Goal-Aware
Responsibility-Sensitive Safety

« Guarantees goal achievement

(e.g. successful pull over)
and collision-freedom
* Global safety rules that
combine mult. maneuvers
» Necessary for real-world
complex driving scenarios

« Applies global

ﬁ safety rules that

guarantee goal

achievement

« Successfully pulls
over by passing the
_other vehicle or

letting it go

{

<o
Ss
=

]

Proposed GA-RSS
extending RSS to also
guarantee goal
achievement, with
program-verification-
based validation
Validated in highway
scenarios where
autonomous vehicles
safely stop at emergency

phones
30




Conclusion
CyPhAl Project: Taming Al-CPS through Formal Methods

- Rigorous theories and ML-assisted methods for ensuring AI-CPS safety

Key Results
- Black-Box Checking: Extended to probabilistic, multi-component, and hybrid systems with spec-
guided abstraction

« Oblivious Monitoring: Privacy-preserving runtime verification via fully homomorphic encryption
[CAV'22]

« STL2vec: Scalable multi-task robot control via STL vector embedding; 1/24 memory [IEEE RA-L]

- Generalized Safe RL: Unified safe exploration framework (MASE) with theoretical guarantees
[NeurlPS'23]

- Safe Path Planning: GA-RSS: safety + goal achievement for autonomous vehicles [IV'24, IEEE T-
V]

Takeaway

- Formal methods can tame AI-CPS, even with black-box Al components, bridging theory
and real-world safety-critical applications



