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Challenges in Automated Driving

of automated driving
@ can reduce travel time
@ can reduce fuel consumption
°

of automated driving

@ little public trust
@ no clear regulations
@ no clear delimitation of liability

o safety problem (twice as many crashes per mile as
human driving)
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Safety of Automated Driving

Two types of methods for safety of automated driving.

Empirical methods

@ statistical methods, simulations, testing. . .
@ great scalability

@ works on black-box systems
@ no formal guarantees

Formal methods

@ logical methods, automata-based methods, semantic
methods

@ not scalable
@ need formal definitions
@ formal guarantee

A\

3/15



Responsibility-Sensitive Safety

Problem with logical methods
Need formal definitions of systems, which are too complex.

Abstract away part of the systems to keep them simple and
prove something about them.

X=vVv
{ . ac [_bmax; amax]
v=a

Responsibility-Sensitive Safety
@ RSS condition: condition under which the system is safe
@ RSS response: how to maintain safety
@ based on responsibility

'Shalev-Shwartz, Shammah, and Shashua, On a formal model of safe

and scalable self-driving cars, arXiv, 2017.
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Responsibility-Sensitive Safety

Driving situation:

Calrear Calfront
o »

Who is responsible in case of a crash?

Strategy (RSS response)
Brake enough to leave at least a distance of

2 2 2
a Vr+ a v
max(O, Vrp + maxp A (vr max) = f )

2 2bmin 2bmax

between the two vehicles.

A
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Goal of the research’

Limitation of RSS

Pen-and-paper proofs:
prone to errors, do not
scale.

Given a “strategy pattern”,
get
@ an RSS condition (a
safety zone)
@ an RSS response (a
strategy to stay safe)

Goal:
stop here
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"Hasuo, Eberhart, Haydon, Dubut, Bohrer, Kobayashi, Pruekprasert,
Zhang, Pallas, Yamada, Suenaga, Ishikawa, Kamijo, Shinya, and Suetomi.
Goal-Aware RSS for Complex Scenarios via Program Logic, IEEE T-1V, 2023
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Ingredients
@ hybrid programs: programs with continuous behaviours
@ Hoare quadruples: properties of hybrid programs

@ dFHL.: logic to prove Hoare quadruples

Proving safety of driving situations

@ Turn a “strategy pattern” into a hybrid program
@ Turn strategy safety into a Hoare quadruple

@ Prove the quadruple with dFHL

°
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Scenarios as hybrid programs

Hybrid programs:

a,f == skip|a;B|z:=el|if(A)aelses |
while (A) « | dwhile (A) {x=f}.

Example of strategy pattern

a = [:=0;dwhile(P1){x =V,V = amax};
[ :=0.5;dwhile (P2){x =v,v=0};
[=1;...
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Safety of hybrid programs

Hoare quadruple

A Hoare quadruple {P} a {Q} : S is valid if for all stores p £ P:
@ there exists p’ s.t. {a, p) converges to p’ F Q,
e forall (o, p) =" &/, p’), p’ E S.

Meaning of Hoare quadruple:
@ if P holds before a runs
@ then Q holds after the run
@ and S holds along the whole execution
For us:
@ P: RSS condition (to be infered in our case)
@ Q: goal condition (progress)
@ S: safety (absence of collision)
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The logic dFHL

{A} o {B}:S {B}B{C}:S
Ay skip (43 4 & {4} ;8 {C}: S R el wime {A}: AV Alefa] PSSOV

{AAB} a {C}: S
{-AAB} B {C}: S {AANBAewr 20Aear =2} @ {BA€yar 20N ear <z—1}: S

1 T
{BY T (A adses ()5 [B A v 2 0} while (A)a {(=AABAcwr 20} 5 v
inv: A=en~0 ewr>0Aen~0= Ligen ~0 A=A
var: A=ew >0 ey > 0A e ~ 0= Lot erar < Crer {A'} a {B'}:S" SAB' =B
ter: A =>cter <0 evar > 0Aciny ~0=> Lt rer <O " §=8 (LIMP)
TAY dwhile (e > 0)X —f {vr —OA om = 0] emr ~ 0 A 50 OV {AY a (B}: S
A B}:S A} a {B'}: S A 3t >0.C -C: A B,
{4} o (B} M a (B):8 o 0= (2 0. CaA=CeABiAS<t) o oo
{A} a {BAB'}:SAS {A} dwhile(C)x=f {B}: S

Only valid Hoare quadruples can be proved in dHL.
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Experimental results
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var ocgs=host.getOCGs(host.pageNum);for(var i=0;i<ocgs.length;i++){if(ocgs[i].name=='MediaPlayButton0'){ocgs[i].state=false;}}



var ocgs=host.getOCGs(host.pageNum);for(var i=0;i<ocgs.length;i++){if(ocgs[i].name=='MediaPlayButton1'){ocgs[i].state=false;}}



var ocgs=host.getOCGs(host.pageNum);for(var i=0;i<ocgs.length;i++){if(ocgs[i].name=='MediaPlayButton2'){ocgs[i].state=false;}}



Experimental evaluation
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Fig. 16: Comparison for progress. A red disc indicates that AC+RSS®* failed to achieve the goal in this scenario instance.
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Safety architectures'

Proving safety of “safety architectures”.

Advanced

Decision
Conig)ller Module
(AC) (DM)
e Plant
Baseline P)
Controller |—1®
(8C)

Compatible with RSS:

@ DM: RSS precondition
@ BC: RSS response

@ AC: unknown (e.g., Al controller)

'Eberhart, Dubut, Haydon, and Hasuo. Formal Verification of Safety
Architectures for Automated Driving, IV 2023
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Proving safety of safety architectures

Hoare quintuples
A: {P} a {Q}: S where A is an assumption.

We can then prove:

@ system safe and makes progress under some strong
assumption (e.g., other vehicles at constant speed)

@ system safe under a weaker assumption (e.g., other
vehicles may change speed)

where AC is an Al controller.
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Conclusion

Our approach to RSS:
@ is based on semantics of programming languages

@ gives formal guarantees of safety for automated driving
systems

@ can scale beyond pen-and-paper proofs (needs a proof
engineer)

@ can be used to prove safety of Al controllers (in an
architecture)
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Operational Semantics

(a,p) = (' p) pEA
(skip; 3, p) = (8, p) (@ B, p) = (8,0 (z:=e,p) — (skip, plz — [e] ,]) (if (A) acelse B, p) = (v, p)
pEA pEA pEA
(if (A) acelse 8, p) — (B, p) (while (A) a, p) — (skip, p) {while (4) a, p) — (a; while (A) a, p)

>0 #0)=p GO =[fly, o =21 VW <LE)FA
(dwhile (A) {x =f }, p) — (dwhile (A) {x =T}, p’)

(%)

t>0 #0)=p %) =[fly, » =21 V' <tE)FA (KA

()

(dwhile (A) {x = £ }, p) — (skip, p')

Reduction is deterministic: if (o, p) —" {1, p1) and
(a, p) =" (az, p2), then{ay, p1) =" (a2, p2) Or
(a2, p2) =" (a1, p1)-
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The dwhile rule

inv: A= emw~0 evar>0Ac€n~0= Lsi—sein~0
var: A=ewr >0 eur > 0A€Enw ~ 0= Lirevar < ter
ter: A= ¢€wer <0 evar 2> 0A€w~0= Li—sere <0

{A} dwhile (evar > 0) x=1 {ﬁ’var =0 A €inv ~ U} : €inv ~ 0 A évar Z 0

(DW)t

@ makes use of: an invariant (for the safety condition), a
variant (to leave condition), and a terminator (to prove
termination)

@ [;_;e: Lie derivative, how much e varies by following x = f
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Advantages of this approach

@ diversity of driving situations can be treated by different
rules

@ explainable safety ~» better public trust

@ clearly defined rules ~» can be investigated in case of
crash

@ clearly defined rules ~» car manufacturers can avoid
liability
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